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Industrial communication technology is a highly competitive market with many global players. Among 
these Softing is a world-wide leading product and technology supplier. As part of its Internet of Things 
(IoT) activities, Softing recognized the need to implement a proven protection and licensing technology to 
strengthen security, guard intellectual property, and more fully monetize its end-user software products.

CASE STUDY

Softing Industrial Automation Works with 
Gemalto Sentinel to Monetize the IoT

Background
OPC Unified Architecture (UA) has been identified as a key 
technology for the Internet of Things, including “Industrie 4.0” 
(a German government-driven initiative for implementing an 
industrial IoT), providing the means to address the associated 
opportunities and challenges. OPC UA is an interoperability 
standard developed by the OPC Foundation that allows for 
platform-independent data and information exchange. Softing 
employs standards such as OPC UA in its end-user software 
products. These software products include OPC Server and 
OPC Middleware which are used to optimize communication 
between Programmable Logic Controllers (PLC) and OPC Client 
applications (IT systems such as SCADA, ERP, MES, etc.).

Challenges 
The dataFEED OPC Suite software products are offered 
worldwide. In order to both secure and increase the success 
of this product, Softing knew it needed to secure the trade 
secrets contained in their software code and prevent 
unauthorized use of its software. The company also needed 
a way that potential users could try-before-they-buy. “There 
was no demo version available,” said Mr. Andreas Röck, 
Softing Product Management for OPC products. Softing was 

also unable to turn on or turn off software features as needed 
to address customer and market needs.

The company recognized the need to implement a robust 
and proven protection and licensing technology to strengthen 
security, guard intellectual property, enable demo versions 
and feature-based licensing so that it could more fully 
monetize its end-user software products.   

Challenge
> No means to stop unauthorized use of OPC products
> No ability to protect trade secrets
> No ability to offer software demos
> No ability to enable or disable features 

Solution
> Sentinel LDK
> Sentinel HL Max and Sentinel SL 

Results
> IP Protection to secure trade secrets
> Copy protection for maximized ROI
> Feature-based licensing for better response to market needs
> Hardware - or - software-based protection keys enforce licensing
> Quick implementation
> Easy to handle, distribution-ready licensing solution




